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I'm trying to better understand data structures in assembly. I know I
can create a zero filled buffer in the bss section in NASM with this:

buffer: times 64 db 0

I am unfamiliar with NASM and I think it also depends on the object
format you are using, but even if you put a zero as in above, doesn't
the bss section still need to be zero'd? The above line will only
occupy 64 bytes, it won't set it to zero. Am I correct?

And I know I can create a buffer on the stack like this:

sub esp, 64
mov ebx, esp ;save the start point of the buffer

But how do I zero out the buffer on the stack? In C, I would just do
something like:

char buffer[64] = {0};

Use your favorite C Compiler and compile this. Then either tell
the compiler to output Assembly code, or disassemble it yourself
and see what the compiler did.

What's the equivalent in assembly using NASM?

There are many ways. (I don't use NASM, but you should
be able to convert it easy enough)
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mov ecx,((64+3)>>2)
xor eax,eax
@@: push eax
dec ecx
jnz short @b

2.
sub esp,((64+3) & ~3)
xor eax,eax
...
mov [esp+n],eax
mov [esp+n+4],eax
mov [esp+n+8],eax
...

3.
sub esp,((64+3) & ~3)

mov ecx,((64+3)>>2)
xor eax,eax
mov ebp,esp
@@: mov [ebp+n],eax
add ebp,4
dec ecx
jnz short @b

4.
sub esp,((64+3) & ~3)
mov ebx,esp
push byte 64
push byte 0
push ebx
call memset ; assuming your DS == SS

5.
your favorite code goes here
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Batteries not included, some assembly required.
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