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Leythos wrote:

> As they said, it's about Java Scripting - if you have it enabled then

> you are vulnerable. The key, even with IE, is to disable all scripting
> (java or ActiveX) in your IE Internet security zone, then set your IE

> Trusted Zone to Medium security. No pop-ups, nothing, works like a
> champ.

If you are referring to the recent execCommand flaw, then the problem is
ActiveX and the way Internet Explorer specifically fails to enforce the
security boundary between different domains. Check out the CERT description

of the vulnerability:_http://www.kb.cert.org/vuls/id/326412

Disabling scripting in IE will render many websites useless or cripple them
in one way or another. Check out this article:

http://www.eweek.com/article2/0,1759,1619961.00.asp

> If you get to a site that doesn't work, because you disabled scripting,
> and it's a site you really want to trust, then add the site to your IE

> Trusted Zone — make sure you keep the Trusted Zone at MEDIUM, it
> defaults to LOW.

| don't have the IE handy to test this but wouldn't adding a site to trusted

zone and allowing scripting make that site vulnerable to the same
"Iinjection?"
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