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Andrew DeFaria wrote:

>

> Jerry Stuckle wrote:

>

> > Volker,

> >

> > Don't allow access to your Oracle server through the web, especially
> > if you have confidential data on it that's not needed by the web. If

> > someone successfully hacks your system, they not only could have full
> > access to the data in your Oracle databases, but they could damage
> > them as well.

> >

> > Rather, replicate only the data necessary to run your website to

> > another database accessible by the web server (if you're happy with
> > Oracle, that's fine). Then access that subset from the server.

> >

> > And if your users update this data from the website (i.e. order entry

> > has to decrement inventory count), don't just automatically replicate
> > the changes back to your main database. Rather, have the web site
> > code call a program running on the Oracle server (or another server
> > behind your firewall). This program should (again) validate the

> > information and then make the database changes.

>

> IMHO this is unnecessary paranoia. A well written system will not allow
> a user to hack your system and access arbitrary bits of data in a

> database nor destroy a database. In any event limiting such data to a
> subset and then engineering what needs to be done to keep things in sync
> is overkill. If the hacker hacks he'll hack your subset database and

> such a hack will probably be as painful.

Sorry Andrew, but that's a load of BS. Any non-trivial computer program
(including PHP scripts, of course) contains errors, which could
potentially be security hazards. Add to that (potentially even
undiscovered) bugs in the OS, the webserver, PHP itself, ... and the
only possible conclusion is, what every security expert has been
preaching for quite a lot of years: The only computer that is safe from
being hacked is a computer not connected to the net.
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So what Jerry suggested is the only sensible thing to and certainly not
overkill.

Bye!
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